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Log parsing and collecting

DETECT |WAF|2019-12-02
16:26:09110.1.*%*,10110.0.**.126|KR|54.36.*** 197 |FR|10.2.**.34|443|Web|Scanner/Proxy/Spambot |www.yanolja.com]|/ |
GET / HTTP/1.1

X-Forwarded-For: 54.36.***_,197

X-Forwarded-Proto: https

X-Forwarded-Port: 443

Host: www.yanolja.com

X-Amzn-Trace-Id: Root=1-5d***c92-54f766******2873a9fec74
User-Agent: Mozilla/5.0 (compatible)

Accept: */*

Accept-Encoding: deflate, gzip
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Log parsing and collecting
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Reporting
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a2 By + 4=
1 SELECT

2 *

5 FROM (

4| SELECT

5 client_ip,
COUNT(client_ip) AS cnt,
SUM(total_cnt) AS total

BigQuery evolves
& 2 nE

220 &2 BigQuery HIOI S22 MA T B A 01219 22 =T IS A 22| 23 &EAAE g oS B ~

o (S WAFOIAN =&= 215 & 20l A & H Query Jts

° S8 EField8Z FIIEC2 ZAHE = = U0, SIEMUHAM 23] JIs3H = clientip et total
lls=SsLotH RS s, S HE Al 20 1 18 . 6 1533809
2 19 .4 220441
o Off: XIct1=L 2t e & XIS ClientIP E §X&E =2 3 3 15 T 3 S
o O 42 EXIE Client IP  C Class JIZ02 B I
5 54 | 7 20593
° sl IE2 MY S22 MEE = AN 2K I8 E Its é 7] 8634
7 5 1221
8 4 1219
9 6 1164
10 4 1082
1 4 1012
12 5 1011

HOXIZ &+ | 100 ~ 1-75/

3]

-~

o
I

]
0x

& G6E7| -

£Y Google Cloud MEGAZONE



BigQuery evolves

Audit Logs Service Logs App Logs syslog Platform Logs
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Next steps
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